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Connecting a Windows Vista Computer

Please note: Screenshots may not match the text in all places, follow the text.

Turn on activity animation

Turn off notification of new networks

Diagnose and repair

Network and Sharing Center

i Right click on the Computer icon (red X through it) on bottom right of desktop

ii. From the pop up menu select "Connect to a network"

Select a network to connect to

Show [All

ﬁ, Unnamed Network Unsecured network

5. gradcam-staff Security-enabled network

s‘ undergrad Security-enabled network

Set up a connection or network

Connect

iii Clcik on link "Set up a connection or network"
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V.

vi.

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

Set up a wireless router or access point
Set up a new wireless network for your home or small business.

‘. Manually connect to a wireless network
<s@, Choose this to connect to a hidden network or create a new wireless profile.

Set up a wireless ad hoc (computer-to-computer) network
Set up a temporary network for sharing files or an Internet connection.

Set up a dial-up connection
Connect through a dial-up connection to the Internet.

Double click on the option to "Manually connect to a wireless network"

Network name: NCAD
Security type: WPA2-Enterprise v
Encryption type: AES vl

Security Key/Passphrase: | | [[]Display characters

[ Start this connection automatically v I I =

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Type in the name of the wireless network, "NCAD"

From the drop down list select "WPA2-Enterprise" for the Security Type

http://old.ncad.ie/itsupport/wireless/windowsvista/
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vii From the drop down list select AES for Encryption type
viii By putting a tick in this box you can set your computer to join this network once you are within range of it
iX. Clcik next

A network called NCAD already exists

® Use the existing network

Open the "Connect to a network” dialog so I can connect.

< Choose a different name.
Return to the setup page and choose a different name.

X. Clcik on "Use the existing network" if prompted that the network already exists

Select a network to connect to

Show |All v

"
-’L D Connect

" Properes

Diagnose

gradcam-student Security-enabled network

Set up a connection or network
Open Network and Sharing Center
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Xi. Right click on the wireless network you wish to join and click on "Properties"

' un@érg_fad Wireless Netwp_p pe

oose a network authentication method:
Protected EAP (PEAP)

-1 Cache user information for subsequent co
to this network

Xii. Clcik on the "Security" tab

Xiii Ensure that Security Type is set to "WPA2-Enterprise"

Xiv Ensure that Encryption type is set to "AES"

XV Ensure that PEAP is selected for the network authentication method

xvi Clcik on the "Settings" button for PEAP
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Xvii.
Xviii.

XiX.

50f8

Validate server certificate

Trusted Root Certification Authorities:
Equifax Secure Certificate Authority
GTE CyberTrust Global Root

http: /fwww.valicert.com/

Microsoft Root Authority

[ Microsoft Root Certificate Authority
Symantec Root 2005 CA

(d

< m

certification authoriiac =

XVIII.

[ ] Do not prompt user to authorize new servers or trusted

Enable Quarantine checks
Disconnect if server does not present cryptobinding TLV

Ensure that there is no tick in the box for "Validate server certificate”

http://old.ncad.ie/itsupport/wireless/windowsvista/

Ensure that "Secured password (EAP-...) is selected for Authentication method
Click on the Configure button
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indergrad Wireless Network properties

" http:/fwww.valicert.com/
Microsoft Root Authority
Microsoft Root Certificate Authority

Symantec Root 2005 CA <
< 1 "

[ ] Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:
[Secu'ed password (EAP-MSCHAP v2) '] [ Configure... ]

Enable Fast Reconnect
Enable Quarantine checks
[] Disconnect if server does not present cryptobinding TLV

XX. Ensure there is no tick in the tickbox for Automatically use my windows logon .....

XXi. Click OK
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Security-enabled network

Security-enabled network

5. gradcam-student Security-enabled network

Set up a connection or network
Open Netwerk and Sharing Center

Xxii. Select the network you wish to join i.e. staff, undergrad, postgrad

xxiii.  Click on the Connect button to join this network

Additional log on information is required to connect to this network.

You may need to select a certificate or enter a user name and password to connect to this

XXIV.

* Enter/select additional log on information

= Connect to a different network
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xxiv.  Click on the option to "Enter/select additional logon information”

XXV. Please enter your username - you will have received this by sms text from IT Support
xxvi.  Please enter your password - you will have received this by sms text from IT Support
xxvii.  If you want windows to remember your logon username and password please put a tick in this box

xxviii. Clcik OK to connect to the Internet
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